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How ready is your organization?

• “There are two types of companies: those who 
have been hacked, and those who don’t yet 
know they have been hacked.”

– John Chambers, Former CEO of Cisco 



Cybersecurity and Data Breaches

• What is a Cyber Attack?
– Criminals orchestrate a targeted intrusion of systems within a

company’s environment (e.g., solo hackers, hactivists, state-sponsored
groups, organized criminal hacking groups)

• Cyber Attack vs. Data Breach



Cybersecurity and Data Breaches

• Causes of Data Breaches

− A data breach can occur when there is unauthorized access to or 
use or disclosure of personal information

− Often, the result of theft, loss, improper disposal, improper 
disclosure, improper access control, improper use by third-party 
vendors or employees

48%

22%

30%
Cyber Attack

System Glitch

Human Error



Types of Cyber Attacks

Virus, Worms, Trojan Horses

Ransomware

DDoS Attacks

Phishing

Password Attacks

Man in the Middle



Insecurity of Things

• 6.4 billion connected things in 
use in 2016

• IoT devices attacked every 2 
minutes

• Cars, Smart home devices, 
Medical devices



Cybersecurity Figures

95%
of large companies targeted by 

malicious traffic

60%
of data stolen in hours

$6M
Average cost of a breach in 

Canada

65%
of organizations say attacks 
evaded existing preventative 

security tools



Breach Figures

33%
of organizations take 2+ years 

to discover breach

55%
of organizations are unable to 
determine cause of a breach

54%
of breaches remain 

undiscovered for months

66 days
Average time to resolve a  

cyber attack



The Global Hacker Economy is 

3x to 5x the size of the security industry.



Cybersecurity and Data Breaches

• Effects of Cyber Attack

• Data can be leaked, erased or held ransom
• Includes Personal, Confidential and IP 

Information
Data Breach

• Revenue and Productivity Loss
• Damage to Reputation

Business Disruption



In the News

Target

Home Depot

Ashley Madison

Yahoo

Equifax



Directors and Officers
Obligations and Liability



Duty of Care

• Section 21 of Canada Business Corporations Act 
(CBCA)
– Directors and officers must exercise the care, diligence and skill 

a reasonably prudent person would in comparable 
circumstances

– Equivalent requirement under provincial corporate law statutes

– Possible shareholder litigation against directors and officers for 
failing to properly discharge their duties

– D&O Insurance likely to limit or exclude cyber risk coverage



Steps Directors and Officers can take

 Establish enterprise-wide information security team

 Prepare data map and data risk analysis

 Provide cybersecurity awareness training

 Develop vendor management program

 Develop incident response plan

 Conduct incident response drill

 Assess cyber liability insurance



DEFENSIVE MEASURES



Strategies for Defence

• People

– Awareness and Education

• Seminars and roadshow, national training week, email 
communications, planned deployment of online training 
tool

• Policies, Processes, and Standards
– Guiding Principles, Acceptable Use Policy, Incident 

Reporting, Response and Management, Passwords



Strategies for Defence (cont’d)

• Technology

– Enforced Controls vs. Expected Compliance

– Security Monitoring and Alerting

– Information Encryption



Takeaways

• Every organization is a target

• Risk mitigation will continue to be a challenge 
for the foreseeable future

• Weakest link today is people

• Devices and “Things” increase vulnerability



Response Plan



Things to consider when developing 
Response Plan

 Be prepared to act

 Retain experts

 Consider notification obligations and risks

 Ensure communications strategy minimizes litigation 
risks

 Manage employee communications

 Maintain privilege



Factors influencing Breach Cost

$255
Cost of data breach per record

$24
Reduction

Incident response team

$15
Reduction

Employee training

$11
Reduction

Board-level involvement



23


